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2020 Digital Workplace Giving Campaigns

Login Security and Privacy

The privacy and security of donor information provided by companies and employees participating in
online workplace campaigns are a top priority for United Way of Greenville County. It is paramount to
ensure companies and employees trust their personal information is safe and secure.

Solution
Upon entering a workplace portal site, each employee must login. To ensure proper login security, we have
upgraded security protocol and will support the following method of login credentials going forward:

Identity: This method is a secure identity provider that allows the user to create their own account profile like
they would do with any other password-protected website. This method follows industry best practices by
ensuring passwords meet certain strength requirements as well as verifying the user’s email address
associated with their account. This method also supports two-factor authentication if the user deems
necessary. Once the user creates this account, they do not need to do it again in future campaign seasons.
They can always use “Forgot Password” option to reset their password. Verifying the user’s email address is a
one-time occurrence—this year only.
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We believe this change will ensure the security and

confidentiality of all employees and their personal giving information. At
the same time, our goal is to continue to provide a convenient and
seamless user experience for employees to participate in their giving
campaigns each year.




